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MACTEP-KJIAGG 10 AHAJIH3Y PUCKOB
MHOOPMALIUOHHOW BE3OMACHOCTH

AnekcaHap dopodees, CISSP, CISA, CISM

[npeKTop no pa3suTu 0 .




COLEPHAHMUE

1. Pasbepemca c noHATMAMMU

2. Y3Haem, YTo TaKoe ynpaBaeHMne pUckamm

3. enatwowme moryT peLlnTb Kenc (nepsblie 3 Noay4aT KHUMKKY B
Nnoaapok)

npo-echelon.ru




410 TAKOE PUCK?

PUCK — BAnAHME Heonpeae/NeHHOCTU
Ha uenn™

PUck = BepoATHOCTb cobbITMA X NnocneacTsus

*rOCT P UCO 31000-2010

npo-echelon.ru




YIPABJIEHUE PUCKAMM

CMCTEMATUYECKOE MPUMEHEHMNE
NOJINTUK, NpoLEeayP U NPAKTUK
MEHEe}KMEHTA K AeATe/IbHOCTU NOo
obmeHy nHbopmaumen,
KOHCY/IbTUPOBAHUIO, YCTAHOB/IEHUIO
CUTyauunm (KOHTEKCTA) U
naeHTUGUKaLunun, aHanunsy,
OL€HMBAHWUIO, BO3JENCTBUIO HA PUCK,
MOHUTOPUHTY N NepecMmoTpy pUcKa (risk
management process)

[PykoBoacTeo MCO 73:20009, L N . v
onpeaeneHne 3.1] | oy Al |

npo-echelon.ru Wl




ELLIE HECKOJIbKO BAX{HIX NOHATUM

[MonbITKa
Kparku
] ] ] ] ’
[MonbITKa
B3/0Ma

4 NapeHue

MeTeopuTa

L

Yrposbl (threats) KoHTpmepsbl (controls) AKTuBbI (assets)

npo-echelon.ru




UT er03b| I{ PMGI{V YcnoBHaAa rpaHuua

Yrpo3a — 4To-To i PUCK — YTO-TO KOHKpPETHOE U
abcTpakTHOe 1 fanekoe . 0CO3HaBaemoe C BepPOATHOCTbIO
' 1 nocneacTBuAMM

npo-echelon.ru




YNPABJIEHWE PACKAMM — AZIPO CUCTEMbI MEHEIXKMEHTA
WHDOPMALIMOHHOW BE3OMACHOCTH

r 1
Do

Act

. Em




150 2700106 YNPABJIEHUA PUCKAMU

OBECMEYNTb
HEOBXOOMMO OMPEOENNTL NOBTOPSIEMOCTb MAEHTUOULIMPOBATD
KPUTEPWUN OLEHKN PUCKOB MPOLIECCA PUCKW

4 MPOBECTUW AHAJING 5 MPOBECTU OUEHVBAHWE

npo-echelon.ru




RPUTEPUW PUCKA (RISK CRITERIA)

[lpU3HaKN, B COOTBETCTBUU
C KOTOPbIMU OLEHMBAKOT 3HAYMMOCTb PUCKA.

[lpumevyaHne 1— Kputepum pncka OCHOBbIBAKOTCA Ha LLenAax opraHn3auunu
N BHELLHEW U BHYTPEHHEN cuTyauunm (KOHTEKCTa).

MpumedaHune 2 — Kputepumm pucKa MmoryT ObITb B3ATbl U3 CTaHAAPTOB,
3aKOHOB, MOAUTUK U APYrnX TpeboBaHUN.

[PyrkoBoacTBo NCO 73:2009, onpegenermne 3.3.1.3]

npo-echelon.ru



[1nA yero HyXXHa UHPOPMaLMOHHAA
6e3onacHoCTb B OpraHu3aummn?




LLEIM UHDOPMALIMOHHOW BE3OMACHOCTH

MuHummnsauma o
o [MO3NTUBHbIN
PUHAHCOBbIX BbinonHeHne TpeboBaHMI AMIAZK
noTepb 3aKoHOoAaTeNnbCTBa U Ap.

npo-echelon.ru



HPUTEPUM OLLEHKM NOCIEACTBWN PEAJIU3ALIMM YTPO3bI

duHaHcoBble Mpo6nembl Yaap no
I norepwm C perynatopom UMUOKY
. > 1 MH p. OT3blIB
BbicOKMU ANLEH3UN 1 KaHan
CpeaHmii 500 T.p...1maHp.  wWTpad M3BECTHDIN
bnorep
<500 T.p. 3amedaHune raseTa

Huskun

npo-echelon.ru




YTO BAMAET Ha OUEHKY BEePOATHOCTH
peanusauum yrpossbi?




[lpnBNEeKaTeNnbHOCTb
Lenu

Hannune
YA3BMMOCTEM

2 )

MoTtunsauyus
3/10YMbILU/IEHHUKA

Hanunune

KOHTpMeEp

L oCTyNnHOCTL
MHCTPYMEHTOB

H.B. 3arnagwh, C.T. MuHakos,
C.W. Koanetko, 10.A. Metpos

NCTOPNHA
POCCHN

XX

BER

NHdopmayma

O npoweawmnx cobbITUAX
npo-echelon.ru



RPUTEPUW OLLEHKW BEPOATHOCTW PEAJIUALIUM YTPO3bI

CsoA YA3BMMOCTHU JOCTYyNHOCTb
P CTaTUCTUKA UHCTPYMEHTOB
. eXXeHeaenbHO MHOrO opensource
BbicOKMU
CpepHuii exemecayHo  Ob6HapyxeHbl ~ MOKHORYNNTL
3a Hegoporo
Huskumn e)xerogHo OTCYTCTBYIOT  o4yeHb goporo

npo-echelon.ru
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HusKkui CpegHum BbiCOKui

P
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e ‘ ‘
BbICOKUM ‘ ‘

npo-echelon.ru




RPUTEPUA NPUHATUA PUCKOB

BHeapAem KOHTpMepbl

[MocTOAHHO
oTCNnexxXumnpaem
CUTYyauuto

[TpUHUMaem

npo-echelon.ru



[IOBTOPAEMOCTb MPOLIECCA

MeToanka oLueHKU
PUCKOB A0NKHA ObITb
3aPUKCMpoBaHa




OLIEHKA PUCHA (ASSESSMENT)

>/ HOMELAND SECURITY

ADVISORY SYSTEM

SEVERE

HIGH

-— -‘ '\ J -
ELEVATEL
SIGNIFICANT RISK OF
TERRORIST ATTACKS

GUARDED

e}

NpeHTndukaums (identification) AHanus (analysis) OueHusaHue (evaluation)

npo-echelon.ru




WIEHTUDURALIUA PUCKA (RISK IDENTIFICATION)

Mpouecc obHapy*KeHUA, pacno3HaBaHMA U ONUCAHUA PUCKOB.

[PykoBoacteso MCO 73:2009, onpegenenune 3.5.1]

npo-echelon.ru




Cneumanm3npoBaHHbIe
KaTanoru

CBOA CTAaTUCTUKA

NoeHTndpumkaumsa yrpos/puckos

JKCNepTHOe MHeHue HosocTu

npo-echelon.ru




JIA WAEHTUOURALIMWA PUCKOB HEOBX0WUMO BJIAZIETD
MHDOPMALIMEW 0b UCTOYHUKAX YTPO3 U ARTUBAX




RATAJIOrM YTPO3 OT CRELIUAJIbHBIX CJ1YHb

IT-Grundschutz-Catalogues

< C | ® bdu.fstec.ru/threat XTI N %8 ‘ .
; tr Sicherheitin dor
Informationstechnik

o o of deaepancHan cnykBa no TEXHUYECKOMY 1 It p 1A HayHHe CKUIA i ‘e o
N IKCMIOPTHOMY KOHTpONio WCMBITATeNEHLIH MHCTUTYT NPOBREM TeXHUHEcKol ) \\ ’/ i
\f‘l R 3aLUTEl MHGopMaL M1 g‘_x .“

¥ ®AY «THWWIA MT3M SCTOK Pocoims 4

Yuactham  ©CT3

Mnaswan | Crcok yrpea

: 10, 20, 50, 100 G 3
SUNLTPALMS Buisoaute no: 10, 20, 50, 100 BneMenTel ¢ 1 no 10 uz 202 NOCNENHWE UIMEHEHUA
KOHTeKGTHBIF NOMCK 10 HA3BAHAIO YIPO3L! BU. 001 Yiposaas 0 KO4 B X
Q| s YEM. 202 ¥7p0sa HECaHKNOHNPOSAHHOR
YCTEHOBKH NPHNOKEHWA Ha MOBINEHEIS
(s VEW. 002  Yiposa arpemponanis faneix, NEpe/iasaemsx B IpUI-CHOTEMS yeTpoicTea
37 06,2017
P VBU. 201 ¥rposa yTeuks nonk3osaTensekmx
LS e A A o BB IPH WCONE30BANMN YKL
TMocnencTans peanwsauym yrposs: .
Hapywenue rondmnenupansrocrs B YEM. 004  Viposa annaparvoro c6poca napans BIOS B
o 6paysepe
Hapywasua yanocTiocrn B !
YEM. 005  Vrposa BHenpaHws spagoHocon koa 8 BIOS YEM. 200 Yrposa e nidopmauinm ¢
Hapywenme gocryntoctn B MOBMNLHOMD YCTPORCTEA NPH
MENBNLI0BAHAN BUPTYANLHEIX TOMOCOBLIX
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copoc TN
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MOGHNBHOrD YCTPOACTES NP
MGNONL30BAHMN BUPTYANHLIX MONIOCOBLLX

’ T-Grundschutz-Catalogues

bAOY ®CT3K Poccun Kartanor yrpo3 n KoHtpmep ot ®eagepanbHoit cnyxbbi
nHpopmayuoHHon 6e3onacHocTu fepmaHum

ttp://bdu.fstec.ru/threat https://download.gsb.bund.de/BSI/ITGSKEN/IT-GSK-13-EL-en-all_v940.pdf

npo-echelon.ru
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MOXHO paccmoOTpeTb BCEro TPU PUCKA, HO byaeT
JIN B 9TOM CMbICN?




|_|pl/1 ReJIdHNN MOKHO YTOHYTb B AEeTaJlAX...




MLLEEM 30J10TYH0 CEPEZIMHY B AETAJIU3ALIUMA PUCHOB

Hetannsauyuna
A6CTpa KTHblE PUCKOB, ,ﬂ,eTan bHblE

pMCKM COOTBETCTBYHOLWAA pMCKM

cntTyauunu




AHAJIU3 PUCKA

AHanuns pucka (risk analysis): Mpouecc noHMMaHMA Npnpoabl PUCKa U
onpeaeneHna ypoBHA PUCKa

MpumevaHne 1 — AHanm3 pmcka obecnevymBaeT OCHOBY ANA
OUEHMBAHMA PUCKA U peLleHUU, KacatoWwmnxcsa BO3AeNCTBUA Ha PUCK.

[TpumeyvaHmne 2 — AHaNN3 PUCKa BKAKOYaeT onpeaeneHne cteneHu
PUCKa.

[Pykosoacteo NCO 73:2009, onpeaenenune 3.6.1]

npo-echelon.ru



AHAJIU3 PUCKA BHELLHET0 NPOHUKHOBEHKA

s

NHunpaeHToB He bbino Mcnonb3ytoTca mexKceTeBble 3KpaHbl, HOY-XAY, KoTopble B
CUCTEMbI OOHAPYKEHNA BTOPKEHUN, C/lydae nonagaHuA

B xo4e BHewWHero TeCTMpoBaHUA aHTuBupycHoe lO... B PYKU KOHKYPEHTOB

Ha MPOHUKHOBEHME AO0CTYN NOBAEKYT NOTEPU B A40XOAaX

Noay4YeH He bbin \ j / MUWUNNNOHbI pybnen.
P

I R

npo-echelon.ru

PWUCK BHellHero NPOHUKHOBEHUA




OLIEHMBAHUE PUCKA

OueHunBaHuMe pucka (risk evaluation): Mpouecc cpaBHEHUS pe3ynbTaToB
aHa/1M3a PUCKA C YCTaHOBAEHHbIMU KPUTEPUAMM PUCKA ANA
onpeaeneHus, ABAAETCA N PUCK /NN ero BeNUYMHA NPUEeMaeMbiMU
AN AONMYCTUMbIMU.

anIMeLIaHVIe — OLI,EHVIBaHVIe PUCKA CI'IOCO6CTByeT NMPUHATUIO peLLEHNA
OTHOCUTEJIbHO BO3,£I,€I‘/JICTBV|H Ha PUCK

[PykoBogcteo MCO 73:2009, onpeaenerune 3.7.1]

npo-echelon.ru



RPUTEPUA NPUHATUA PUCKOB

BHeapAem KOHTpMepbl

[MocTOAHHO
oTCNnexxXumnpaem
CUTYyauuto

[TpUHUMaem

npo-echelon.ru



BapunaHTbl 06paboTKM pUCKOB
(risk treatment)




MWHMMN3NPOBATL N36exaTb

Y4TO MOXXHO C pyCcKOM caenaTtb?

NepenaTb NpnHATD

npo-echelon.ru




MWHUMMN3ALUMA PUCKA NYTEM BHEAPEHMA KOHTPMEDP — CaMbli
nobumbin MmeHegxepamn b
cnocob o0b6paboTKM pUCKa

npo-echelon.ru




ROHTPMEPBI MOKHO KJIACCUDMULIUPOBATD 110 XAPAKTEPY:

OCTOPO:KHO,
JIIAf

COBAKAL

dunsnyeckas TexHnyeckKan OpraHu3aunoHHasn

npo-echelon.ru




A MOXHO 10 LIENEBOMY HASHAYEHHID

[TpeBeHTMBHAA — «He A0NYCTUTb!»
[eTeKTnpytowan — «K0bHaAPYXUTb U 3aPMKCUPOBaATbL!»

KoppeKTupyloLaa — «0CTaHOBUTbL ! »

BoccTtaHaBAMBaloOLLAA — KBOCCTAHOBUTD, KaK bbin10!»

npo-echelon.ru
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MMER HOL
SPECIALS

OueHnBaeM PUCK HaNaZeHUs CO CTOPOHbI XY/INTaHOB KaK BbICOKUI




BHEJIPAEM KOHTPMEPbI

a N .
_ t/gg;

dun3nyecKas oxpaHa Cucrema BuaeoHabnogeHUA NHCTPYKTaXK COTPYAHNKOB

’V

‘i.\' [31 %A

npo-echelon.ru




Cuctema 6e30nacHOCTU B ICGNCTBUM...

npo-echelon.ru
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BoccTtaHaBaunBaloLWwan Mmepa4a




[IPUMEPBI 3 YYAECHOI0 MHPA Ub

[peBeHTMBHAsA — MeXceTeBOoM 3KpaH
[leTeKTnpytowan — cuctema obHapyKeHUs BTOPHKEHU

KoppeKTupytoLlas — cucTema NpeaoTBpaLLeHUa BTOPKEHUN

BoccTtaHaBAuBaloLWaa — pe3epBHOe KOMNPOBaHUA

npo-echelon.ru




HEROTOPbIE KOHTPMEPbI
MOr'YT bbiTb OTHECEHBI K JIO6OMY TUTY

npo-echelon.ru




PE3I'0ME NpeHTndunKauma
YnpasneHue

[lpnuHATME
npo-echelon.ru

‘1

ObpaboTKka



410 MOYUTATD?

CEMb BE3OMNACHbIX

ISO 27001
SO 31000
SO 31010

«7 6e3onacHbIX NHPOPMALMOHHbIX TEXHONOTUIN»

Al S

https://habrahabr.ru/company/echelon/

npo-echelon.ru




CMACHBO 3A BHUMAHME!

AnekcaHap [lopodees
CISSP, CISA, CISM

[InpeKTop No pa3BUTUIO

+7 (915) 056 95 74
a.dorofeev@npo-echelon.ru

npo-echelon.ru
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5 KOMMJieKcHas 6e3onacHoOCTb



